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Background

• Recent adversarial image perturbations (AIP) confuse recognition 
systems effectively without unpleasant artifacts

• However, how to evaluate the AIP in particular when the choice 
of counter measure is unknown.
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Background

• AIP: Carefully crafted additive perturbations on the image that
confuses a convnet while being nearly invisible to human eyes

• Counter measure: Simple image processing tactics to counter
the AIP effects (e.g. blurring by small amount).
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Motivations

• Are AIPs still effective when counter measures are taken ?

• Which is the best AIP strategy when the particular choice 
of counter measure is unknown ?
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Game theory - Two Person Constant Sum Games

• The user-recognizer dynamics

• The optimal strategy for the user
that assures an upper bound on
the recognition rate independent of
the recognizer’s counter measure
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User-Recogniser Game

• The user U and the recogniser R with designated strategy spaces, Θu and Θr .

• As a result of each player committing to strategies i∈Θu and j∈Θr respectively, R 
receives a payoff of pij , the recognition rate; U then receives a payoff of 1-pij , the 
mis-recognition rate.
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User-Recogniser Game

• Recogniser strategy
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Translation
Gaussian 

additive noise 
Blurring

Cropping & 
re-sizing 

Combinations

T N B C TNBC

• Assume a finite strategy space, so we only 
consider a combination TNBC



User-Recogniser Game

• Adversarial Image Perturbation Strategies
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User-Recogniser Game

• Adversarial Image Perturbation Strategies
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• e.g. Fast Gradient Vector : one step gradient ascent 



User-Recogniser Game

• Adversarial Image Perturbation Strategies
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Experiments
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Person identification



Experiments

• For each column (row), U’s (R’s) optimal strategy is marked orange 
(blue).

12



Experiments - Vaccination

• For each column (row), U’s (R’s) optimal strategy is marked orange 
(blue).
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Experiments

• Selective AIP
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Yuxuan Mu
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